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IN THIS REPORT:

A Steady State Of Threats In The Connected World

In the summer of 2016, Neustar
commissioned a global, independent
research study of 1,002 directors,
managers, CISOs, CSOs, CTOs, and
other c-suite executives to find out
how distributed denial of service
(DDoS) attacks are affecting them, and
what precautions they’re taking to
ANNUALmitigate
REVENUE
the threat. The respondents
represent diverse industries such as
technology (18%), financial (14%), retail
(12%),
and MILLION
government (7%).
0%
$50-99

1%

9%

0%

In order to provide a true and
$100-499 MILLION
global picture of DDoS’ lethality in
a connected world, we surveyed
$500-999 MILLION
participants across all six habitable
continents and categorized their
$1 BILLION+
responses into three distinct regions.
The regions include: North America,
Europe and the Middle East (EMEA),
and Asia-Pacific (APAC). The research
is conducted bi-annually in order to
track and highlight changing trends in
the DDoS market.

Annual revenues of respondent
organizations were distributed
across several bands:

ANNUAL REVENUE
$50-99
MILLION

$1 BILLION+
30%

19%
$500-999
MILLION

20%

31%
$100-499
MILLION

Nearly half, 49% of the organizations
researched, reported annual revenues
from $100M to $1B per year. On the
large enterprise side of the equation,
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30% claim $1 billion or more in
annual revenue. Further clarifying
the risk picture relative to revenue,
nearly half of the respondents from
this cross-section of organizations,
49%, stated that at least $100,000 per
hour is at risk during peak revenue
generation periods.
The findings reflect a DDoS
landscape that remains teeming
with consistent and relentless
attacks. Despite the steady number
of organizations affected by DDoS,
respondents are reporting increased
encounters with malware, and now
ransomware, in conjunction with
DDoS attacks. These types of activities
are known as “smokescreens” because
the DDoS attack seeks to divert
attention while a more sinister plot
is carried out.
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Global Data at a Glance

73%
85%

of all organizations 		
interviewed suffered a
DDoS attack.
of attacked organizations
were subjected to
multiple DDoS attacks.

44%

of attacked organizations
were hit six or more
		times.

49%

of respondents would
lose $100k or more per
		 hour during peak periods
		 due to a DDoS attack.

33%
76%
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would lose $250k or more
during the same periods.
of organizations are 		
investing more in
response to the threat
of DDoS attacks.

38%

are investing more
in DDoS defense, but
		 acknowledge the 		
		 investment should
		 be even greater.

39%

of respondents took
three or more hours to
		 detect a DDoS attack.

25%

detected the DDoS
attack between three
		 and five hours.

53%

of attacked organizations
were breached as a
		 result of a DDoS attack.

46%

reported finding a virus
after the breach.

NORTH AMERICA:

EMEA:

70%
42%
38%

75%
48%
32%

of organizations
were attacked
were attacked
six or more times
reported malware
activation after
a DDoS attack

APAC:

of organizations
were attacked
were attacked
six or more times
encountered malware
after a DDoS attack

77%
45%
16%

of organizations
were attacked
were attacked
six or more times
reported ransomware
after a DDoS attack

This report is designed to mirror what it’s like to
suddenly come under a DDoS attack. First we’ll detail
the effects of an attack, then discuss its aftermath,
and finish up by examining prevention methods.
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During
the Attack

The Moment of Impact

DDoS attacks—not if, not
when, but how many times.
Be prepared: Attacks will
happen, but breaches and
malware don’t have to.
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The Attacks Continue

73%

of organizations
were targeted in
		a DDoS attack.

85%

of attacked
organizations
reported multiple
assaults.

One reason why: DDoS for hire
websites can execute an attack for
less than the cost of lunch.

FREQUENCY ORGANIZATIONS EXPERIENCED A DDOS ATTACK IN PREVIOUS 12 MONTHS
11%

ONCE

29%

2-5 TIMES

14%

6-10 TIMES

10%

ABOUT EVERY MONTH

5%

ABOUT EVERY WEEK
SO FREQUENTLY,
WE LOST COUNT

3%

WE WERE NOT DDOS ATTACKED
IN THE PREVIOUS 12 MONTHS

27%

DDoS has
international
staying power.

FREQUENCY ORGANIZATION EXPERIENCED
A DDOS ATTACK IN PREVIOUS 12 MONTHS
11%

ONCE

29%

2-5 TIMES

14%

6-10 TIMES

10%

ABOUT EVERY MONTH
ABOUT EVERY WEEK
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SO FREQUESTLY,
WE LOST COUNT

5%
3%
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12%
10%

15%

The Damage Defined:
DDoS attacks and their
financial implications.

1
9%

DDoS attacks might be cheaper to launch, but they’re
becoming more expensive to dismiss.

AVERAGE PEAK HOURLY REVENUE LOSS
14%

LESS THAN $25,000

10%

$25,000-$49,999

14%

$50,000-$99,999

16%

$100,000-$249,999

13%

$250,000-$499,999

They’re the five words nobody in IT wants to see. And it gets
worse—for 51% of respondents, they were informed of their
nightmare
a third party.
HOW by
LEARNED
ABOUT THE DDOS ATTACK

10%

$500,000-$1 MILLION
GREATER THAN
$1 MILLION

9%
12%

I DON'T KNOW
0%

This Webpage is Not Available

5%

10%

29%
15%

During peak business hours, almost half (49%) of
respondents stand to lose $100k or more in the
event of downtime.

51%

of respondents
learned about
the DDoS attack
from a third
party

In the EMEA region, 39% of organizations would lose $250k
or more if their website went down during peak hours.

BOTTOM LINE:

Nobody can afford a
successful DDoS attack.
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via a CUSTOMER
(and/or via
Customer
Service team)

18%
4%

via a PARTNER

via ANOTHER THIRD PARTY
e.g. Social Media

Consider this: 21% of the organizations that
were attacked reported customer data theft.
70% of those specific responders said they
learned of the attack from outside sources,
including social media #NotGood.

29%
34%
33%
19%

HOW LONG IT TOOK TO DETECT DDOS ATTACK
LESS THAN
AN HOUR
LESS THAN
AN HOUR
1-2
HOURS
1-2
HOURS
3-5
HOURS
3-5
HOURS
6-12
HOURS
8%
6-12
7%
HOURS
8%
8%
12-24
HOURS
4%
12-24
4%
HOURS
3%
4%
MORE THAN
1 DAY
2%
MORE THAN
3%
1 DAY 1%

19%

25%
23%
25%

38%

38%
Global

29%

APAC
40%

0%

10%

20%

30%

40%

Time Keeps on Tickin’

HOW LONG IT TOOK TO RESPOND
TO A DDOS ATTACK ONCE DETECTED
28%
20%

0%

While under a DDoS attack, responding to the attack can
seem like forever. Maybe that’s for good reason—it takes
45% of APAC companies 3 or more hours to respond to a
DDoS attack once it has been detected.

33%

28%

33%
31%

1-2
HOURS

MORE THAN
1 DAY

43%

EMEA

30%

12-24
HOURS

37%

APAC:

NA

20%

37%
35%

19%

24%
22%

Slow to detect, slow to respond: APAC is catching up when
it comes to detecting and responding to DDoS attacks, but
they’re not quite there yet. As we’ll see in the next section,
detection and response times can make the difference
between getting hit once and reoccurring assaults.

31%

9%
9%
11%
8%

6-12
HOURS

EMEA:

Global

10%

3-5
HOURS

APAC

DETECTION
TIMES OF 3 OR MORE HOURS BY REGION:
NA
North America:

0% 2%

LESS THAN
AN HOUR

EMEA

Globally, 30% of organizations took less than an hour to
detect a DDoS attack. But regionally, APAC lags behind as
43%
of respondents took 3 or more hours to detect attacks.
EMEA

34%
33%

32%
29%
30%

NA

LESS THAN
Detecting
ANthe
HOUR problem
APAC

29%

Global

Global

3%
2%
4%
4%

NA
EMEA

3%
3%

APAC

1%
2%

10%

20%

30%

40%
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The Race
Against Crime
Increasingly, DDoS attacks are being
deployed in concert with other
activities to distract and disrupt
target responsiveness. Known as
“smokescreens,” the attacks are
meant to confuse and misdirect
organizations from the primary
objective of the assault, which

usually takes the form of activation of
malware, viruses, or ransomware.

conjunction with DDoS attacks, speed
is protection. There is no substitute
to possessing the ability to discern,
respond, and diffuse a DDoS attack
before it’s too late and affects the
bottom line.

When it comes to finding out if the
DDoS attack is just a single strike
or harbinger of things to come, it’s
wise to employ a defense that is
simultaneously quick and efficient.

So how are we doing and who’s getting
faster? Let’s take a look back at 2015
and see how 2016 is trending:

In the online combat against
bad actors in which breaches
are increasingly experienced in

DETECTION IN LESS THAN 1 HOUR
2016

2016

2016

2016

2015

2015

2015

2015

NA

GLOBAL
28%
30%

EMEA
36%

APAC

24%

16% 19%

33%

34%

RESPONSE IN LESS THAN 1 HOUR
2016

2016

2016

2016

2015

2015

2015

2015

GLOBAL

26%

EMEA

NA
28%

35%

APAC

21%
28%

33%

RESULT OF DATA BREACH OR THEFT SUFFERED AS A RESULT OF DDOS ATTACK
10

46%

VIRUS DISCOVERED
MALWARE ACTIVATED

37%

15%

20%

DIRECTLY EXCHANGING INSIGHTS
WITH OTHER COMPANIES

37%

PROACTIVELY WORKING WITH LAW ENFORCEMENT
TO LEARN MORE ABOUT THREAT INFORMATION

36%

WORKING WITH LAW ENFORCEMENT AS
A RESULT OF A PREVIOUS BREACH
OTHER

That’s About the Size of It

33%
2%

NONE OF THE ABOVE 4%
Not all good things come in small packages. In previous
Attackers continue to mix up their assaults with a blend
reports
we
profiled
the
rise
of
“low
and
slow
attacks”—
of large and small bandwidth attacks in an attempt to
*Multiple Responses Allowed
0%
10%
20%
30%
40%
50%
strikes that aren’t large enough to cause an outage, but still
circumvent defenses. Our responders reported 57%
distract the IT team just long enough to give the attacker
of all attacks to be less than 10Gbps.
time to gain a foothold in the infrastructure.

BANDWIDTH OF TYPICAL DDOS ATTACK
LESS THAN
500 MBPS

8%
12%

500-999 MBPS

21%

1-4.9 GBPS

17%

5-9.9 GBPS

12%

10-19.9 GBPS

6%

20-49.9 GBPS

7%

50-100 GBPS

2%

100+ GBPS

15%

DON'T KNOW
0%

5%

10%

15%

20%

KEY TAKEAWAY:

Despite only 2% of reported attacks exceeding
100+ GBPS, recent DDoS attacks have reached
over 620 GBPS and up to almost 1 TBPS in attack
size—a trend we will continue to closely monitor.
Neustar, October 2016, Worldwide DDoS Attacks & Protection Report

11

02
Worldwide DDoS Attacks & Protection Report

After the
Storm

More than Disruption

There are intentions behind
the motives of attackers.
They tend to judge success or
failure upon objectives that
are realized or denied.

12

2

GLOBAL

26%

EMEA

NA
28%

35%

APAC

21%

15%

20%

28%
33%

Where There’s Smoke, There’s Breach
Most people have been singularly focused on what DDoS attacks take from organizations.
But perhaps they should be more worried by what’s being left behind.

RESULT OF DATA BREACH OR THEFT SUFFERED AS A RESULT OF DDOS ATTACK
46%

VIRUS DISCOVERED

37%

MALWARE ACTIVATED
NETWORK COMPROMISE,
PHYSICAL OR EQUIPMENT DAMAGE

25%

LOSS OF CUSTOMER TRUST
/DAMAGE TO BRAND

23%
21%

CUSTOMER DATA THEFT
LOSS OF INTELLECTUAL PROPERTY

15%

RANSOMWARE ENCOUNTERED

15%
14%

FINANCIAL THEFT
OTHER
*Multiple Responses Allowed

6%

0%

10%

20%

30%

40%

50%

Beyond the breach:
A regional, detailed look at how attackers are using smokescreens, and what they’re leaving in its wake.
Global

46%
47%
44%
48%

VIRUS
DISCOVERED

25%
24%
19%
33%

NETWORK
COMPROMISE

NA

EMEA

APAC

37%
38%
32%
38%

MALWARE
ACTIVATED

The fact that ransomware—a
preeminent concern for executives
and security professionals alike—was
encountered in conjunction with a
DDoS attack by 15% of organizations
is a troubling trend. It also reflects
the devious and creative evil behind
those who wish to inflict tremendous
damage on target organizations—and
their customers.

15%
13%
15%
16%

RANSOMWARE
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The Aftermath
As is often the case, a sobering reality and heightened sense of vulnerability sets in when the DDoS attack is over.
With so much on the line, organizations are turning to one another to share insights and best practices.

TO WHAT EXTENT IS YOUR IT TEAM SHARING THREAT
INFORMATION AND/OR ADOPTING NEW TECHNOLOGIES
ENGAGEMENT WITH
SECURITY CONSULTANTS

56%

PARTICIPATING IN SECURITY CONSORTIUMS
TO SHARE THREAT INFORMATION

48%

DIRECTLY EXCHANGING INSIGHTS
WITH OTHER COMPANIES

37%

PROACTIVELY WORKING WITH LAW ENFORCEMENT
TO LEARN MORE ABOUT THREAT INFORMATION

36%

WORKING WITH LAW ENFORCEMENT AS
A RESULT OF A PREVIOUS BREACH

33%
2%

OTHER
NONE OF THE ABOVE
*Multiple Responses Allowed

4%

0%

10%

20%

30%

40%

50%

BANDWIDTH OF TYPICAL DDOS ATTACK
LESS THAN
500 MBPS

8%
12%

500-999 MBPS

21%

1-4.9 GBPS

17%

5-9.9 GBPS

12%

10-19.9 GBPS

6%

20-49.9 GBPS

7%

50-100 GBPS
14

100+ GBPS

2%

At a Glance: Financial Services, Retail, and Tech
To give additional context to the statistics presented, let’s look at how DDoS attacks affect three
specific industries: Financial Services, Retail, and Tech.

Financial Services:

14%
76%

87%
33%
17%

of overall
responses
of all financial services
respondents suffered a
DDoS attack
of those attacked were
struck multiple times
were attacked at least
once a month
of those attacked
encountered
ransomware in
conjunction with
DDoS attack

Retail:

12%
73%
83%
13%

Tech:

of overall
responses
of respondents were hit
with a DDoS attack
were attacked multiple
times
of those attacked 		
encountered ransomware
in conjunction with
DDoS attack
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18%
81%
85%
25%
20%

of overall
responses
of all tech companies
interviewed were 		
subjected to a
DDoS attack
of tech companies
were assaulted more
than once
were attacked at least
once a month
of those attacked
encountered
ransomware in
conjunction with
DDoS attack
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The
Post-Mortem

Leaving History to Not Repeat Itself
Lessons can be hard earned or
they can be lost if not applied.
Organizations are investing
and learning to stay ahead of
DDoS impact.

16

Investments
are Up as Attacks
Wreak Havoc

It's a small wonder that organizations
are choosing to invest more in DDoSspecific defenses. Worldwide, budget
commitments are showing more share
allocated to combat DDoS attacks.

However to half of those investing
more than 12 months ago, this
investment still seems insufficient to
protect against modern day threats.

INVESTING MORE IN DDOS PROTECTION

YES
38%

YES, INVESTING MORE THAN A YEAR AGO, IN PROPORTION
TO THE THREAT OF DDOS ATTACKS

Yes, investing more than a year ago, but should invest
YES, INVESTING MORE THAN A YEAR AGO, BUT SHOULD
even greater

38%

NO,
NOTaINVESTING
MORE
THAN A to
YEAR
ALTHOUGH
Yes, investing more
than
year ago, in
proportion
theAGO,
threat
of DDoS attacks DDOS THREATS CONSIDERED HIGH PRIORITY

38%

INVEST EVEN GREATER

NO, NOT INVESTING MORE THAN A YEAR AGO, AND DDOS
THREATS NOT CONSIDERED HIGH PRIORITY AT THIS TIME

NO

38%

15%
4%
5%

NO, CURRENTLY NO BUDGET SPECIFICALLY FOR DDOS

No, not investing more
than a year ago, although DDoS threats
DEFENSE
considered high priority

15%

No, not investing more than a year ago, and DDoS threats not
considered high priority at this time

4%

No, currently no budget specifically for DDoS defense

5%

In reviewing the roles of those who believe that investments in
DDoS defenses remain inadequate, Neustar found that there is
WHAT ORGANIZATIONS USE relative
FOR PROTECTION
AGAINST
DDOS ATTACKS
equal concern from
both managerial
levels as there is in
the executive ranks. These findings appear to indicate a desire
for stronger, shared conviction up and down the organizational
TRADITIONAL FIREWALL ISP BASED
53%
chain to ensure appropriate defenses are in place.
PREVENTION (BLACKHOLING)

47%

CLOUD SERVICE PROVIDER
ON-PREMISE DDOS APPLIANCE +
DDOS MITIGATION SERVICE (HYBRID SOLUTION)

36%
29%

DDOS MITIGATION SERVICE

27%

DDOS MITIGATION APPLIANCE

14%
CDN& Protection Report
Neustar, October 2016, Worldwide DDoS Attacks
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13%
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DEFENSE

15%
Worldwide
DDoS Attacks & Protection Report
4%
5%

The Standard is the Standard
In the world of DDoS defense, having the wrong solution or inadequate capabilities can be the difference between reading
the news and making the news. As support for DDoS-specific defenses grows in appliances, services, and hybrid-models,
organizations are seeking to stay one step ahead of trouble.

WHAT ORGANIZATIONS USE FOR PROTECTION AGAINST DDOS ATTACKS
TRADITIONAL FIREWALL ISP BASED
PREVENTION (BLACKHOLING)

53%
47%

CLOUD SERVICE PROVIDER
ON-PREMISE DDOS APPLIANCE +
DDOS MITIGATION SERVICE (HYBRID SOLUTION)

36%
29%

DDOS MITIGATION SERVICE

27%

DDOS MITIGATION APPLIANCE

36%

27%

*Multiple20%
Responses Allowed

HYBRID

CDN

14%

WAF

13%
29%

WE DO NOT USE ANY
DDOS PROTECTION

15%

4%

14%

0%

10%

APPLIANCE

20%

30%

40%

50%

SERVICE

Compared to investment responses from 2014, it’s clear that organizations are realizing value in preparing BEFORE the strike:

HYBRID

20%
2014
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APPLIANCE

36%

2016

15%
2014

SERVICE

27%

2016

14%
2014

29%

2016

The Internet of Things (IoT)
As we covered in our April report,
unsecured “Internet of Things” (IoT)
devices are hastily being rolled out to
meet market demand. But as adoption
increases, so do the risks associated
with what could be billed as the
Internet of Trouble.

Nearly two out of three respondents
(61%) have adopted and are actively
using IoT devices.
Companies that have adopted
and are using IoT devices have a
higher probability of attack than

organizations that are not using IoT
devices. In all, 82% of IoT adopters
experienced an attack compared to
just 58% of those who have not yet
done so.

WHAT BEST DESCRIBES YOUR CURRENT ADOPTION OF CONNECTED IOT
SOME DEVICES HAVE BEEN DEPLOYED
AND DATA BEING COLLECTED AND ANALYZED,
CLOSED VERTICAL SOLUTIONS IN PLACE

35%

ACTIVELY USING CONNECTED SENSORS AND
ACTUATORS TO IMPROVE PROCESS CONTROL,
PROVIDE HIGHER OPERATING EFFICIENCY

26%

EVALUATING DEPLOYMENT SCENARIOS AND
PRIORITIZING LIKELY CANDIDATES FOR
TRIAL PURPOSES IN THE NEXT 6 - 12 MONTHS

18%

SOME CONSIDERATION AND EARLY STAGE
PLANNING, NO CURRENT TIMELINE, DECISION
IN THE NEXT 12 - 18 MONTHS

10%
11%

CURRENTLY NO PLANS OR NEED FOR ADOPTION
0%

5%

10%

15%

20%

25%

30%

35%

Lessons learned: 43% of IoT adopters
that were attacked are investing more
than they did a year ago.

Neustar, October 2016, Worldwide DDoS Attacks & Protection Report
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Some Bad News and Some Good News
First, the bad news: DDoS attacks
have a chilling impact on all areas of
the business. It’s probably no surprise
that customer service operations and
IT-affiliated departments maintain
their spots at the top of affected
business divisions.
Now some good news: Although
non-IT parts of the organization
continue to incur costs as a result
of DDoS attacks, this latest research

offers some hope. As investments in
specific defenses have risen, so has
the ability to better contain the crossorganizational impact resulting from
DDoS attacks. Compared to 2015, 3%
fewer respondents are reporting that
marketing, call centers, customer
service, and risk/compliance
functions are being impacted as
the top cost remedy as a result of
DDoS attacks.

Long story short, smart investments
in DDoS defenses benefits the entire
organization.

AREAS OF ORGANIZATION EXPERIENCING BIGGEST COST INCREASE

CALL CENTERS

6%
6%
6%
7%

Global
NA

IT GROUP

24%
12%
11%

CUSTOMER SERVICE

9%
RISK MANAGEMENT
/COMPLIANCE

10%

27%
28%

15%

13%
13%
15%
35%
36%
35%
35%

6%
5%

0%

20

APAC

29%

SECURITY

MARKETING

EMEA

7%
10%
10%

20%

30%

40%

Bracing the Board
—How to Talk
Cybersecurity
with Your Board
of Executives
Tom Pageler, Chief Risk Officer
and Chief Security Officer, Neustar
For IT executives, they’re the nine
words that can make you break out
in a cold sweat: Can you brief the
Board on our cybersecurity plan? In
today’s landscape that’s riddled with
news of DDoS attacks and corporate
breaches, every IT professional knows
we’re just one successful hack away
from needing to update our LinkedIn
account. So with the understanding
that attacks will occur and breaches
may happen, how do you brace the
Board? You turn the conversation to
risk mitigation.
Try as we may, there is no such thing
as 100% security. It’s time to shift the
conversation and Board expectations
to one that incorporates taking
and communicating a risk-based
approach.
Here’s a general outline for how
to develop a risk-based approach:

1. Develop a contingency plan.
Things will happen and cybersecurity
is fluid. What worked yesterday is now
obsolete, and you’re probably under
a mandate to do more with less. So
you need to have a solid foundation
of information security, business
security, and physical security. Among
those buckets, it’s important to
prioritize your needs and make a plan
for what would happen if you lost a
valuable resource. By developing a
contingency plan that incorporates
both information and business
security, you’re creating an effective,
fail-safe plan that should be sure to
please the Board.

2. Create a risk-based model that
supports your contingency plan.
As you’ve seen in this report and no
doubt read elsewhere, DDoS and
other cyberattacks aren’t abating.
Although you can’t prepare for every
situation, you need to be prepared
for the things that you can control.
Calculate the likelihood of an attack
on your infrastructure, chances of
employees being phished, somebody
physically damaging your equipment,
et. al. It’s important to be aware of
the surroundings—both physical and
digital—and create business continuity
plans based on your findings. And
should an unforeseen circumstance
occur, which is likely to happen, the
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exercise should help you make the
best decisions possible.

3. Communicate, Communicate,
Communicate.
Most Boards know and understand
things will go wrong. DDoS attacks
evolve, yesterday’s defenses are
now antiquated, and despite your
best warnings, some employee will
accidentally download malware.
Come what may, it’s important to
understand and communicate what’s
taking place in the cybersecurity
world with your Board. Frequent
communication is a great way to get
early Board buy-in and it also goes
a long way to fostering relationships
with important internal stakeholders.
Keep in mind the previous advice is
intended as a first step to developing
a proper risk-based approach.
Inevitably the Board will want you
to present tangible facts and figures
that details return on security
investment, your exposure factor,
and loss expectancy.
By altering the narrative away
from one of strict security to risk
mitigation, you’ll present the Board
with a realistic portrait of modern
cybersecurity. Remember, the bad
guys just have to be right once. We
have to get it right all of the time.
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Conclusions:
1. It’s Déjà Vu All Over Again—DDoS Attacks Continue at a Fervent Pace
Anybody wishing DDoS attacks would go away is in for a rude awakening. The
attacks remain steady and as companies continue to produce insecure devices,
the number of botnets will only increase. With 73% of organizations reporting
a DDoS attack, the margin for error when it comes to a bad defense is rapidly
decreasing.

2. An Attack Could be Just the Beginning
DDoS continues to serve as a smokescreen for the worst parts of the attack.
Consider the statistics: 46% of organizations found a virus in the wake of a DDoS
attack; 37% found malware; and 25% reported network compromise after a strike.
With attackers leaving so much in their wake, it’s important to ensure DDoS attacks
are nullified before any damage can be done.

3. Work with your Board to Avoid the ABC’s of DDoS: Attacks, Breaches,
Confusion
We know DDoS attacks aren’t subsiding. We also know that Boards are growing
increasingly anxious when it comes to demanding cybersecurity plans. It’s time
to shift the tone of the conversation from one of complete security to one of risk
mitigation. Whether it’s a successful cyberattack or a physical assault on your
infrastructure, it’s important to develop a contingency plan, a risk-based model of
the contingency plan, and communicate as much as possible with the Board.

4. Invest Wisely in your DDoS Defenses
Not all DDoS defenses are made equally. Experts frequently cite hybrid as the
leading example of what DDoS defense should be capable of providing. Featuring
the capability to mitigate strikes on-premise or in the cloud, Hybrid affords
flexibility and general convenience when defending against DDoS strikes. And as
we saw in this report, investing in the right type of DDoS defense benefits the
entire organization.

5. Anxiety in APAC
DDoS is putting an immense amount of stress on organizations in APAC. With 20%
of respondents not planning on investing more in DDoS defense, it’s no wonder
that 43% of APAC organizations took three or more hours to detect a DDoS
attack, and 45% took three or more hours respond. With such slow detection and
response times, it’s no coincidence that APAC leads the field in the amount of
damage left in the wake of an attack.
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About
Neustar
Every day, the world generates roughly 2.5 quadrillion bits of data. Neustar
(NYSE: NSR) isolates certain elements and analyzes, simplifies and edits
them to make precise and valuable decisions that drive results. As one of
the few companies capable of knowing with certainty who is on the other
end of every interaction, we’re trusted by the world’s great brands to
make critical decisions some 20 billion times a day. We help marketers
send timely and relevant messages to the right people. Because we can
authoritatively tell a client exactly who is calling or connecting with them,
we make critical real-time responses possible. And the same
comprehensive information that enables our clients to direct and manage
orders also stops attackers. We know when someone isn’t who they claim
to be, which helps stop fraud and denial of service before they’re a
problem. Because we’re also an experienced manager of some of the
world’s most complex databases, we help clients control their online
identity, registering and protecting their domain name, and routing traffic
to the correct network address. By linking the most essential information
with the people who depend on it, we provide more than 12,000 clients
worldwide with decisions—not just data.
More information is available
at www.neustar.biz
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