Think You’re
Safe from
DDoS Attacks?
As an AWS customer, you probably need
more protection. Discover the vulnerabilities
– and how Neustar can help.

www.home.neustar
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MY TH

Being on AWS Means
You Have Some
DDoS Protection
Amazon Web Services is the world’s top cloud platform. That’s probably
why you’re on it – to enjoy reliable, scalable and affordable cloud computing.
But while AWS excels at many things, it’s mainly left to the developer
to protect against a range of cyber-attacks, including DDoS. In fact,
AWS does NOT have customer-specific DDoS detection or prevention.
Unless you’re paying for Enterprise Support, AWS may not be able
to help you in the event of a DDoS attack.
You’re responsible for fending off threats.
In AWS EC2, clients must protect their content from malicious activity,
including DDoS. Firewalls, WAFs, IPS/IDS are not built to stop widely
distributed attacks. To stop DDoS in particular, you need purposebuilt protection on top of intrusion and fraud prevention systems.

04

DDOS AT TACKS ARE GET TING WORSE
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Sept 16, 2016
Attack against
Brian Krebs
(Security Blog)

Sept 19, 2016
Attack against
OVH (French ISP)

11 million + infected
IoT devices

Oct 21, 2016
Attack impacted
large DNS Provider

Projected
2017 and
beyond

Attacks targeting
individual organizations
as well as DNS providers
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Without the Right
Protection, You Could
Be Down for Hours
Botnets can range in the thousands
of computers, too many to block
manually with a firewall. If you’re
an AWS client with Developer-level
support, their guaranteed response
time is <12 hours. If you have Businesslevel support, it’s <1 hour. You could
be down for an hour before AWS even
responds to your trouble ticket.
One major problem: your AWS Elastic
Load Balancer (ELB) doesn’t scale
instantaneously, leaving you vulnerable
to fast-ramping DDoS attacks. Likewise,
EC2 instances don’t scale on a dime.
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If DDoS hits, AWS response
times range from:

<12
hours

for Developerlevel support

<1
hour

for Businesslevel support

And that’s just to respond, not resolve.
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As an AWS
Technology
Partner, Neustar
Can Protect You
Neustar offers powerful and flexible options for
DDoS protection. Thousands of domains, business
and governments worldwide rely on Neustar to
protect their online assets.

We’re compatible with AWS EC2
instances and guard your ELBs.
Neustar SiteProtect, our cloud-based DDoS protection
solution, is fully compatible with AWS EC2 instances and
elastic load balancers (ELBs).
ELBs are great at auto-scaling, if demand rises at a
reasonable rate or at known intervals. However, a DDoS
attack can overwhelm an ELB before it can scale, resulting
in 503 errors and loss of availability. Neustar will rescue
your ELB by redirecting traffic to our scrubbing cloud.
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OUR PROMISE

Fully Managed
and Affordable
DDoS Protection
Neustar’s 24x7 Security Operations Center (SOC) manages
all mitigations. After creating a unique profile of your
network traffic, the SOC guarantees it can restore normal
service to your cloud computing instance within minutes.
Neustar even supports custom protocols.

We never charge by attack size.
A predictable monthly fee based on normal traffic adds up
to affordable protection. Other DDoS providers charge more
for larger attacks. As Neustar continues to put down attacks
of more than 500 Gbps, with some peak sizes exceeding 700
Gbps, protecting your budget is important, too.

Expertise to block all types
of DDoS attacks.
Neustar guards against all Layer 7 DDoS attacks like Object
Request floods and “slow and low” attacks and will block
malicious hosts. Neustar can also provide AWS Best
Practices to help insulate AWS instances from DDoS.
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What’s in
Your Cloud?
It’s well worth protecting.

Think of Neustar SiteProtect as an insurance policy against
DDoS. You hope you don’t need it, but it’s there in case you
do. It’s also much more effective than old-school approaches.
Remember, firewalls aren’t designed to stop DDoS attacks.
And blocking individual IP addresses on a large scale can be
a nightmare for systems administrators. What if you block
a wireless gateway or proxy server? You may be stopping
thousands of legitimate users from accessing your site.
Let the experts at Neustar stop attackers in their tracks, so
you can focus on what you do best – taking care of business.

How We Can Help
Make sure you’re covered for DDoS. Contact us
at 1.855.727.1209, email us at sales-aws@neustar.biz,
or visit www.neustar.biz/services/ddos-protection.
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About
Neustar.
Every day, the world generates roughly 2.5 quadrillion bits of data.
Neustar (NYSE: NSR) isolates certain elements and analyzes, simplifies
and edits them to make precise and valuable decisions that drive
results. As one of the few companies capable of knowing with
certainty who is on the other end of every interaction, we’re trusted
by the world’s great brands to make critical decisions some 20 billion
times a day. We help marketers send timely and relevant messages to
the right people. Because we can authoritatively tell a client exactly
who is calling or connecting with them, we make critical real-time
responses possible. And the same comprehensive information that
enables our clients to direct and manage orders also stops attackers.
We know when someone isn’t who they claim to be, which helps stop
fraud and denial of service before they’re a problem. Because we’re
also an experienced manager of some of the world’s most complex
databases, we help clients control their online identity, registering
and protecting their domain name, and routing traffic to the correct
network address. By linking the most essential information with
the people who depend on it, we provide more than 11,000 clients
worldwide with decisions — not just data.
More information is available at
www.home.neustar
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