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Security Solutions

State of Alaska Saves  
Millions of Dollars with  
Neustar IP GeoPoint
The Challenge
The State of Alaska manages a Permanent Fund Dividend that returns 
more than $1B of oil and gas profits to its residents each year; a benefit 
ripe for fraudsters. Therefore; it needs to ensure all of its applicants  
are actually residents. 

When you think of Alaska, you think of man and nature living seamlessly 
together. You may picture snow-capped mountains, crystal glaciers 
and majestic wildlife, but perhaps the best kept secret of Alaska is its 
Permanent Fund Dividend.

The Permanent Fund Dividend was established by the State of Alaska  
to return a portion of oil and gas profits to its citizens in the 1980s and  
has since become a source of Alaskans identity and pride. The dividend 
has ranged from less than $500 to more than $2000, but has always 
been an important source for supporting the local Alaska economy. 
Unfortunately, it has also become a source of fraud.

Anne Weske, Operations Manager, Permanent Fund Dividend Division, State 
of Alaska has been determined to prevent this fraud, especially since she 
knows Alaskan citizens are fiercely passionate about the Permanent Fund.

Although the Permanent Fund Dividend has an Audit and Review process,  
it has relied entirely on fraud tips from individuals who were suspicious  
of an applicant’s eligibility to receive a dividend or the return address  
on physical applications. However, after the State of Alaska implemented 
an online application, it recognized an opportunity to implement new 
processes. With millions of dollars on the table, it was time for action. 

“Neustar has saved 
the State of Alaska 
millions of dollars 
with IP GeoPoint 
data. Not only 
are we seeing a 
positive return on 
investment, we are 
seeing less fraudulent 
applications simply 
because we have 
these resources  
at our fingertips.” 

-  Anne Weske,  
Operations Manager, 
Permanent Fund Dividend 
Division, State of Alaska
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The Solution 
The State of Alaska approached Neustar for its IPGeoPoint data, which 
enhances how the State of Alaska monitors online transactions to detect 
and reduce fraud. The IP Intelligence database is the central repository 
for Neustar’s geolocation and network connection attributes. The IP 
Intelligence database maps close to 4 billion routable IP addresses 
worldwide, enabling its customers to build multifaceted criteria to flag 
suspicious transactions for further review or denial. 

Weske found the IP GeoPoint data was quick and easy to implement, 
affordable and reliable. Her team initially used a web-based tool to verify 
the association of applicants IP address with Alaska, but has progressed to 
accessing Neustar’s REST API web service to manage the IP location checks 
much more efficiently and effectively.

The Results 
“I can rest easy at night, knowing that the value of the Permanent Fund 
Dividend remains in the hand of Alaskan residents,” said Weske.

As soon as the State of Alaska integrated Neustar’s IP GeoPoint data, its 
Audit and Review processes were able to flag and investigate potentially 
fraudulent applications based on out of state IP addresses. Ultimately it 
identified more than 700 fraudulent applications. The overall outcome 
resulted in eight indictments in state or federal court, 36 civil actions  
and the recovery or non-release of approximately $2.6 million.

“We immediately saw the value of Neustar and continue to see the 
benefits today,” said Weske. “Each year we audit thousands of applications 
and deny hundreds of returns. We are saving millions of dollars thanks  
to the service provided by Neustar.”

France: 0800-909-776 
Germany: 0800-182-8063 
UAE: 800-0357-03762 
UK: +44-(0)-1784-448-444 
US: +1-855-898-0036 
Australia: +61-3-9866-3710

APAC: APACSec@team.neustar 
EMEA: Euroinfo@team.neustar 
North America/other:  
NASec@team.neustar 
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Every day, the world generates roughly 2.5 quadrillion bits of data. Neustar (NYSE: NSR) 
isolates certain elements and analyzes, simplifies and edits them to make precise and 
valuable decisions that drive results. As one of the few companies capable of knowing 
with certainty who is on the other end of every interaction, we’re trusted by the world’s 
great brands to make critical decisions some 20 billion times a day. We help marketers 
send timely and relevant messages to the right people. Because we can authoritatively 
tell a client exactly who is calling or connecting with them, we make critical real-time 
responses possible. And the same comprehensive information that enables our clients 
to direct and manage orders also stops attackers. We know when someone isn’t who 
they claim to be, which helps stop fraud and denial of service before they’re a problem. 
Because we’re also an experienced manager of some of the world’s most complex 
databases, we help clients control their online identity, registering and protecting their 
domain name, and routing traffic to the correct network address. By linking the most 
essential information with the people who depend on it, we provide more than 11,000 
clients worldwide with decisions—not just data.

More information is available at

www.home.neustar
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